MamaTtka
ans obyvarowmxca 06 nHpopmarmoHHon 6esonacHoOCT aeTen

HENb3A

1. Bcem nogpsag coobuiatb CBOK YacTHY MHpopmauumio (Hactoswme ums, hamunuio,
TenedoH, agpec, HOMep LLKOMbI, a Takke poTorpadunn CBoU, CBOEN CEMbMU U APY3EN);

2. OTKpbIBaTb BNOXEHHbIE (hannbl SNEKTPOHHOW NOYTLI, KOr4a He 3Haelb OTNpaBUTENS;

3. pybuTtb, NnpuanpaTbCsl, OKasbiBaTb AABIIEHME - BECTM CEOS HEBEXIMBO U arpeCCuUBHO;

4. He pacnopsikancs AOeHbramm TBOEW cembu 06e3 paspelleHns cTaplmnx - Bcerga
cnpawuBaun pogutenen;

5. He BcTpeyancsa ¢ IHTepHeT-3HaKOMbIMU B peasibHOM XU3HU - MOCOBETYNCS CO B3POCIIbIM,
KOTOpPOMY A0BepSsiELLb.

OCTOPOXHO

1. He Bce nuwyT npaeay. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobLumn 06 3ToM CBOUM
poaNTENSAM UMM OMNEKYHAM;

2. MNpurnawatoT nepenucbiBaTbCs, UrpaTb, 0OMeHNBATLCS - NPOBEPb, HET NN NOABOXA;

3. HesakoHHOe konupoBaHue hannos B HTepHeTe - BOPOBCTBO;

4. Bcerpa pacckasbiBan B3pocibiM 0 Npobriemax B CeTU - OHU BCerga noMoryT;

5. cnonb3yi HacTponkn 6e30nacHOCTM U NPMBATHOCTU, YTOObI HE NOTEPSTL CBOU aKKaYHTbI
B COLICETAX U ApYrux nopranax.

MO>XHO

1. YBaxan gpyrux nonb3oBartenen;

2. MNonb3yelwbcs MHTEPHET-UCTOYHUKOM - fienan CCbIfIKY Ha Hero;

3. OTKpbIBaN TONbKO T€ CCbISIKKN, B KOTOPbIX YBEPEH;

4. ObwaTbCsa 3a NOMOLLbLID B3POCMbIM - pPOAUTENN, ONEKyHbl M aAMUHUCTpaAUUS CanToB
Bcerga nomoryT;

5. Mpowngn obyveHne Ha canTe "CeTeBNYOK" 1 NOMyYn NacnopT LMpPOBOro rpaxgaHmHal



NHOOPMALMOHHAA NMAMATKA
A4 OBYHARLWMXCA ANA PASMELWEHUA

HA OPUNLNAJIBbHBIX MHTEPHET-PECYPCAX

C kaxabiM rogoM MOJSIOAEXN B MHTEPHETE CTAHOBUTLCA Gonblue, a LUKOMbHUKN OOHM M3
camblX aKTUBHbIX Mornb3oBaTenen PyHeta. Mexay Tem, MOMUMO OrpOMHOr0 Konumyectsa
BO3MOXHOCTEN, MHTEPHET HeceT W npobnembl. JTa NamMaTka [OSMKHA MNomMoub Tebe
6e30nacHO HaxoaAnTLCA B CETH.

KoMnbloTepHbIE BUPYChI

KoMnblOTEPHLIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMBbIOTEPHbLIX MPOrpamMmm, OTNIMYUTENbHOMN
0COBEHHOCTLIO KOTOPOM SIBMSIETCSA CNOCOOHOCTb K pasMHOXeHM0. B gononHeHne kK aTomy,
BUPYCbl MOryT MNOBPEAUTb WAW  MNOSHOCTBIO YHUUTOXWUTb BCE alnbl U OaHHble,
NOAKOHTPOMbHbIE MOMb30BaTEN, OT MMEHM KOTOPOro Obifa 3anyuweHa 3apaxeHHas
nporpaMmma, a Takke NoBpeauTb UNKN AaXKe YHUYTOXUTb ONEPaALMOHHYKD CUCTEMY CO BCEMMU
darnamu B Lenom. B 6onbLlIMHCTBE CnyyYaeB pacnpoCTPaHATCA BUPYChl Yepe3 MHTEPHET.
MeToap! 3awWunTbl OT BPEAOHOCHLIX MPOrpamm:

1. Wcnonb3yn cOBpeEMEHHbIE OMepaLnoOHHbIE CUCTEMbI, UMEIOLLME CEepPbEe3HbIN YPOBEHb
3aLWMTbl OT BPE4OHOCHbLIX NPorpamMm;

2. lMocTtosHHO ycTaHaBnMBanm navytv (UnpoBble 3annaTkv, KOTOpble aBTOMATUYECKM
yCTaHaBNMBAKTCA C LUenblo [opaboTkM nporpammbl) U Apyrne OOHOBNEHUA CBOeu
onepaumoHHon cuctembl. CkaumBam Ux TOMNbKO C opuumansHoro canrta paspabotumka OC.
Ecnu cywecTtByeT pexvm aBToMaTtnyeckoro 0GHOBIEHNS, BKINOYM €rO0;

3. Pabotai Ha cBoeM KOMMNbOTEPE NMNOA NpaBamMu NONb30BaTENS, a HE agMUHUCTpaTopa. ATO
He no3BONMUT OOMbLIMHCTBY BPEAOHOCHbLIX MPOrpaMM WHCTaNMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEpPE;

4. Vcnonb3y aHTUBUPYCHble NpPOrpaMMHble MPOAYKTbl U3BECTHbIX MNPOU3BOAUTENEN, C
aBTOMaTU4eCckuM obHoBNeHnem 6as;

5. OrpaHunyb un3nyeckun 4OCTYN K KOMNbIOTEPY ANA MOCTOPOHHUX NUL;

6. Vicnonb3yn BHeLWHWe HocuTenn nHopmauumn, Taknme Kak dpriewka, AUCK unu damn ums
WHTEPHETA, TONbKO M3 NPOBEPEHHbBIX MCTOYHUKOB;

7. He oTkpbIBan KOMMNbOTEPHbIE (bansbl, NONy4YEeHHbIE U3 HEHaAEXHbIX UCTOMHUKOB. [axe Te
dannbl, KOTOpbIE NpUCan TBOW 3HAKOMBbIW. Jlydlle yTO4YHWM y Hero, oTnpasnsan nn oH Tebe
nX.

Cetn WI-FI

Wi-Fi - 370 He BMA nepenayn gaHHbIX, HE TEXHOMOIMS, a BCero nuib 6peHa, mapka. Ewe B
1991 rogy HugepnaHackasi KomnaHusa 3apernctpupoBana 6peng "WECA", yto o603Ha4ano
cnoBocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTca Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHn powna pgpyragd abbpeBuatypa, KoTopasi €ABMASETCA TaKOW Xe
TexHonorven. 3to abbpesunatypa "Wi-Fi". Takoe HasBaHue ObINO JaHO C HAaMeEKOM Ha
CTaHOapT BbiCLWen 3ByKOBOM TexHUKN Hi-Fi, 4To B nepeBoae o3HayaeT "BblCOKas TOYHOCTL".
[a, 6ecnnaTHbIn MHTEPHET-OOCTYN B Kade, OTensx M aspornopTtax siBASeTCA OTIMYHOW
BO3MOXHOCTbIO BbIXOAa B UHTEPHET. HO MHOrme akcnepTbl CYMTAKOT, YTO OOLEe0CTYrMHbIE
Wi-Fi ceTn He aBnsoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wwenocTynHbix ceTsax Wi-fi:



1. He nepefnasai cBoto nu4yHyto MHGopMauuio Yepes obwenoctynHble Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naponun JOCTyNa, JIOrMHbI U Kakue-To HOMepa;

2. Ncnonb3yn n OBHOBNAW aHTUBMPYCHblE Mporpammbl U 6paHamayep. Tem cambiM Tbl
obe3onacuwb cebsa 0T 3akayvkn BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwu ucnonbsosaHuun Wi-Fi oTknioum pyHkumo "O6Lwmin gocTtyn K hannam n npuHtepam”.
[aHHaa pyHKUMS 3aKkpbiTa MO YMOMYaHUIKD, OAHAKO HEKOTOPbLIE MOMb30BATENN aKTUBUPYIOT
ee ansa ygobcTea ncnonb3oBaHus B pabote unm yvebe;

4. He ncnonbayn nybnmynbin WI-FI gns nepegaym nuyHbIX AaHHbIX, HANpUMEpP Ans BbixoAda
B coUManbHbIe CETU UIN B SNIEKTPOHHYHO NOYTY;

5. icnonb3ayn TonbKo 3awmiieHHoe coegmHenme yepe3 HTTPS, a He HTTP, T.e. npu Habope
BebG-agpeca BBoan nmMeHHo "https://";

6. B MoBunbHOM TenedgoHe oTkmoumn dyHkuuo "MogkntoyeHne Kk Wi-Fi aBTomatnyeckun”. He
Aonyckan aBToMaTU4eCcKoro noaknyeHuns yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.
CoumanbHble cetn

CoumanbHble CETU aKTUBHO BXOAAT B HALLY >XM3Hb, MHOIME Noan paboTakT U XMUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpypoBaH Munnuapz 4YernoBekK, YTO ABNAeTCs OQHON
ceabMou Bcex xutenen nnaHetol. MHOrne nonb3oBaTenu He NOHUMALOT, YTO MHOpMaLMs,
pasMeLleHHass MU B couMarnbHbIX CETHAX, MOXeT OblTb HangeHa M MUCNoSib30oBaHa KeMm
YyrogHo, B TOM 4ncrie He o6a3aTenbHO ¢ 6rarmmm HamepeHNaMu.

OcHoBHble coBeTbl N0 6€30NacHOCTN B COLManbHbIX CETAX:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bsx HE AOSHKHO ObITh CRyYanHbIX U HE3HAKOMbIX
nogen;

2. 3awumuian cBo YacCTHYH XKM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, AaTy TBOero
POXOEHNA N OAPYrYO NUYHYIO MHAOPMaLUNIO. 3MOYyMbILLIIEHHUKU MOTYT MCNOMb30BaTh Aaxe
MHJOPMALMIO O TOM, KaK Tbl U TBOWM pOaUTENY MraHnpyeTe NPOBECTU KaHUKYIbI;

3. 3awuwwan cBOo penyTauuio - 4EPXM ee B YNCToTe 1 3agaBan cebe Bonpoc: xoTten Obl Thl,
4yTOObl Apyrne nonb3oBaTenu BUAENW, YTO Thbl 3arpyxaewb? Nogyman, npexage 4em 4Tto-To
onybnvkoBaTb, HaNUcaTb U 3arpy3nThb;

4. Ecnv Tbl roBOPULLb C MOAbMU, KOTOPbIX HE 3Haellb, He UCMNOJIb3yN CBOE pearlbHoe UMSA U
APYTYI0 NINYHYI0 MHpopMaLMn: NMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N36eran pasmellenuns dotorpadui B IHTepHeTe, rae Tbl n3obpaxkeH Ha MecTHOCTH, No
KOTOPOW MOXHO OonpeaennTb TBOe MECTOMNOSIOXEHMNE;

6. MNpwn pernctpaumm B couuanbHOM CETU HEOOXOAMMO MCMONb30BaTb CIOXHblE NMaponwu,
cocroswme n3 6yks 1 LGP 1 C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumanbHOM ceTu, NOYTbl U APYrnx CanToB HeOOXOOMMO MCMONb30BaTh pasHble
naponu. Torga ecnu Tebsi B3NOMAalOT, TO 3MOYMbILSIEHHMKN MONydaT AOCTYN TOMbKO K
OAHOMY MeCTY, a He BO BCe cpasy.

ONEKTPOHHbIE AEHbMN

ONEKTPOHHbIE OeHbrM - 3TO O4YeHb YAOOHLIN cnocob nnatexen, OOHaKO CyLLECTBYHOT
MOLLEHHUKWN, KOTOPbIE XOTAT NOSYYUTb 3TU AEHbIN.

OnNEKTPOHHbIE AEHbIM MNOSIBUNIUCH COBCEM HELaBHO U MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreax 4o CUX NMOp He NPONUCcaHO NPO HUX B 3aKOHAX.

B Poccun xe oHM OyHKLMOHUPYIOT U O HUX yXXe NPONMCcaHo B 3aKOHe, rae UX pasgensoT Ha
HECKOSbKO BUAOB - aHOHUMHbIE U HE aHOHUMHBbIE. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te,



B KOTOPbIX paspeluaeTcs nNpoBoauTb onepauun 6e3 naeHtudukauumn nonb3oBaTens, a B
HeaHOHVMHbIX MOAEHTUMUKALNS Nonb3oBaTens aBnseTcs oba3aTensHon.

Takke cnegyeT pasnuyatb 3NEKTPOHHblE (puaTHble AeHbrn (paBHbl FOCYAAPCTBEHHLIM
BantoTam) 1 3NeKTPOHHble HedmaTHble AeHbIN (He paBHbl FOCY4apCTBEHHbIM BanoTam).
OcHoBHble coBeTbl No 6e3onacHon paboTe C INEKTPOHHbIMWU AEeHbraMu:

1. MpuBsXkn K c4eTy MOOBUMbHBIM TenedoH. JTO cambll yOOOHbLIN MU ObICTPLIA CNOCO6
BOCCTaHOBUTb [OCTYN K cyeTy. [1puBA3aHHbIN TenedoH NOMoXeT, ecnu 3abyaellb CBOW
nnaTexHbl Naponb 1N 3angellb Ha CanT ¢ He3HaKOMOro YCTPOWCTBA;

2. Nicnonb3yn ogHopasoBble naponu. [locne nepexoga Ha yCUNEHHYK aBTopu3aunto Tebe
yXe He ByaeT yrpoxaTb ONacHOCTb Kpaxu Uinv nepexsaTa NraTexHoro napons;

3. Bbibepu cnoxHbli napons. [NpectynHukam 6yaeT He NpOCTO yragaTth CrOXHbIN Naporb.
HapexHble naponu - 3To naponu, KoTopble coaepXaTt He MeHee 8 3HaKOB W BKMOYaloT B ceb4d
CTPOYHbIE M NPONUCHbIE BYKBbI, LMEPbI U HECKOSIbKO CMMBOJSIOB, TakMe Kak 3Hak Jonnapa,
¢yHTa, BOCcKnMuaTenbHbli 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOU NMYHbIE AaHHbIE HA calTax, KOTOPbIM He AOBepPSiELLb.

OneKTpoHHas noyTa

ONEeKTPOHHAasa Mno4yTa - 3TO TEXHOMOrMs 1 NpegocTaBnsemMble € YCnyrn no nepechisike U
NONy4YeHMI0 3MEKTPOHHBLIX COOBLLEHNIA, KOTOPbIE pacrnpeaensaoTCa B KOMMbIOTEPHOW CETW.
OObl4HO  3MEKTPOHHbLIN  MOYTOBbLIN  AWMK  BbIMNAAUT  criegylowmMm  obpasom:
UMSA_nonb3oBaTend@umMsa_aoMeHa. Takke Kpome nepefady npocToro TekcTa, umeeTcs
BO3MOXHOCTb NnepeaasaTb hanrbl.

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ 3NEKTPOHHOM NOYTOMN:

1. Hapo BbLIGpaTb nNpaBuUiibHbIN NOYTOBLIM CEPBUC. B MHTEpHETE eCTb OrpoOMHbLIN BLIGOP
GecnnaTHbIX MOYTOBbLIX CEPBMCOB, OOHAKO Jydlle AOBEPSATb TEM, KOro 3Ha€ELLb U KTO NepBbii
B PENTUHrE;

2. He ykasbiBa B NNYHOM nouTe nNU4Hyr0 mHdopmauuio. Hanpumep, nyywe BbibpaTb
"My3blkanbHbIM_baHaTt@" nnn "pok2013" BmecTo "Temal13";

3. cnonb3yn aByxaTanHyto aBTopm3aumio. JTO Korga NoMMMOo napons Hy>KHO BBOAMUTb KOA,
npucbinaemoin no SMS;

4. Bbibepu cnoxHbii naponb. [Ans KaXXaoro No4YToBOro Almnka omkeH ObiTb CBOW HA4EXHbIN,
YCTOWYMBBIN K B3FIOMY Naporsib;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHBLIM BOMPOC, WUCNOMb3ynh 3Ty
BO3MOXHOCTb;

6. Wcnonb3ynm HeCKOSIbKO MOYTOBbIX SAWMKOB. [lepBbin ONA 4acTHOM Mepenuckn
agpecaTamMu, KOTOPbIM Tbl fOBepsielb. ATO ANEKTPOHHbIN aApec He HaZ0 UCMONb30BaTb Npu
permctpaunmn Ha popymax u cantax;

7. He oTkpblBan gannbl U Apyrue BAOXeEHUs B NMCbMax, AaXke eCriv OHU NPULLIAN OT TBOUX
apysen. Jlydwe yTouHu y HUX, OTAPaBnanu i oum tebe aTu dannel;

8. Nocne okoH4YaHMA paboThbl HA NOYTOBOM CepBUCE Nepes 3akpblTUEM BKNaAKN C CAanTOM He
3abyab HaxaTb Ha "Bbintun".

KnbepbynnuHr nnu supTyansHoOe n3gesatenbCTBo

KnbepbynnuHr - npecnegoBaHne coobLieHnaMu, coaepKallnumMm ockopbneHns, arpeccutio,
3anyrmBaHue; XynuraHctBo; couuanbHoe 60MKOTMpPOBaHME C MOMOLLLIO  PasfNYHbIX
WHTEPHET-CEePBUCOB.



OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnmuHrom:

1. He 6pocawica B 6on. Jlydwimm cnocob: nocoBeToBaTbCs Kak cebs BeCTU 1, ecrnv HeT TOoro,
K KOMYy MOXHO 0OpaTuTbCH, TO BHayane YCNoKouUTbCA. Ecnu Tbl HavHelwb oTBevaTtb
OCKOPBIEHNAMM Ha OCKOPBNEHNS, TO TONbLKO elle BonbLue pasoXKellb KOHQIUKT;

2. Ynpasnsan ceoen knbeppenyTtaumen;

3. AHOHMMHOCTb B ceTu MHUMas. CyLLeCTBYIOT CNOCOObI BbISCHUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

4. He cTouT BECTM XynuraHckuii obpas BupTyanbHOM Xu3HU. IHTepHeT mkcmpyeT Bce TBOU
OENCTBUS U COXpaHSET ux. YoanuTb nx byaet KpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBOK BMPTYyaribHYK YeCTb CMOMOAY;

6. NrHopupyn eamHuyHbIi Heratme. OgHOpasoBble OCKOpPOUTENbHbIE COOBLLEHMA nyylue
urHopmpoBaTb. OBbI4HO arpeccus npekpallaeTcs Ha HavyanbHOW cTaguu;

7. ban arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOBLLEHUAMU, B COLMANbHbIX
CeTAX €CTb BO3MOXHOCTb BNOKMPOBKM OTNPaBKN COOBLLEHNI C onpeaeneHHbIX aApecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBOoM OEWCTBMSA: BbICTYNUTb NPOTUB
npecrnegoBaTtensd, NnokasaTb emMy, YTO ero AenNCTBUSA OLEHUBAKOTCHA HEraTMBHO, NogAepXaTb
XEepTBY, KOTOPOW HYKHA MCUXONOrn4yeckas nomMoLlb, COOBLWNMTE B3POCMbIM O hakTe
arpeccrBHOIO NOBEAEHUS B CETU.

MobunbHbIn TenedoH

CoBpeMeHHble cMapTdOHbI 1 NMaHLWeThl coaepXaT B cebe BNomHe B3pOCsbin (OyHKLMOHANM,
N Tenepb OHM MOTYT KOHKYpPUpPOBaTb CO CTaLMOHapHbIMM KOMMbloTepamu. OgHako, cpeacTs
3aWmThl AN8 No406HbIX YCTPOWCTB NOKa OYeHb Mano. TeCTupoBaHUE M MOUCK YSI3BUMOCTEMN
B HUX MPOMCXOOMUT He Tak MHTEHCUBHO, Kak ansa K, To e camoe kacaetca 1 MOBUMNbHbIX
NPUNOXEHNNA.

CoBpeMeHHble MobunbHble Bpays3epbl yKe MpaKkTUYecKu AOorHanM HacTOofbHble aHamoru,
OfHaKo paclmpeHne gyHKUMoHana BrneyeT 3a cobor 6onbLUyl0 CAOXHOCTb U MEHbLUYIO
3aLLMLLEHHOCTb.

[daneko He Bce MNpoM3BOAUTENN BbINyCKalOT OOHOBMEHMWS, 3aKpblBaloOLLME KPUTUYECKUE
YSA3BMMOCTU 4151 CBOUX YCTPOWUCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCTU MOBMbHOro TenedoHa:

Huyero He sBnsdetcsa no-Hactoswemy 6ecnnatHeiM. Byab ocTtopoxeH, Beab koraa Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbIThI KAKMe-TO NnaTHbIe YCAYru;
Hymain, npexge 4yem otnpasute SMS, poTo nnm Buaeo. Tbl TOYHO 3HaeLWb, rae oHn OyayT B
KOHEYHOM utore?

Heobxoanmo o6HOBNATL ONEpPaLMOHHYH CUCTEMY TBOETrO CMapT(OHa;

Mcnonb3yi aHTUBMPYCHbIE MporpamMmMbl 4nsi MOOWIbHbIX TeNedOHOB;

He 3arpyxan nNpunoxeHust OT HEU3BECTHOrO WMCTOYHWKA, Bedb OHWU MOryT coAepxaTb
BpeLOHOCHOE NporpammMmHoe obecrneyeHue;

Mocne Toro Kak Tbl Bbl4elb C canTa, rae BBOAU NNYHY MHOpMaLMIo, 3anam B HACTPOWKK
Opaysepa u yganu cookies;

lMeprogunyeckn NpoBepan, Kakme nnaTHble YCIyrn akTMBMpPOBaHbl HAa TBOEM HOMEPE;

[aBan cBon HoMep MOBUIBHOrO TenedoHa TOSMbKO NI0ASAM, KOTOPbIX Thbl 3HaelWb U KOMY
aoBepsieLlb;



Bluetooth pormkeH ObITb BbIKMOYEH, KOrga Tbl UM He nonb3yewbes. He 3abbiBan nHoraa
NpoBepPATH 3TO.

Online vrpbl

CoBpeMeHHble  OHNaWH-Urpbl - 3TO KpacCo4Hble, 3axBaTblBalOLME pa3BnedYeHus,
00beanHSALLME COTHU ThICAY YENOoBEK N0 BCceMy Mupy. rpokn nccnenyoT AaHHbIA UM MUP,
obLaroTcsa Apyr ¢ Apyrom, BbINOSHAKT 3a4aHns, cpaxatTcsi C MOHCTPaMM 1 NOSTy4atoT OnbIT.
3a yaoBoONbCTBME OHM NNATAT: NOKYNakT AUCK, onfnavmBatoT aboHEMEHT unu npunobpeTtatoT
Kakne-To onuumm.

Bce a1 cpenctBa MayT Ha nogaepkaHue u pa3BuTmne Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEpPLUEHCTBYIOTCA CUCTEMblI aBTOpM3auUuUKM, BbIMYCKAlOTCS HOBble natyn (UmMdpoBbie
3annaTtku 4ns nporpamMmm), 3aKpbliBatoTCs YsI3BMMOCTU CEPBEPOB.

B nogo6HbIX urpax cTout onacaTbCsl HE CTONbKO CBOUX CONEPHUKOB, CKOJTbKO KpaXKu TBOErO
naponsi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopu3aumm 60NbLLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOEro UFPOBOrO akKayHTa:

1. Ecnun gpyron urpok Beget cebs nnoxo unu cosgaet Tebe HenpusaTHOCTU, 3abnoKupyn ero
B CMUCKE UIPOKOB;

2. MNMoxanynca agMMHUCTpaTopam Urpbl Ha NIOX0e NOBEAEHME 3TOr0 Urpoka, XxenatenbHo
NPUNOXNTb Kakne-To gokasaTenbCcTBa B BUAE CKPUHOB;

3. He ykasbiBan NnMyHyo nHopmawmio B npodansie urpbl;

4. YBaxawn apyrnx y4acTHUKOB MO Urpe;

5. He yctanaBsnvean HeoduLmanbHble NaTyn n MoAabl;

6. Micnonb3yi CroXHble N pasHble Naponu;

7. [axxe BO BpeMs Urpbl HE CTOUT OTKITIOMaTb aHTUBMUPYC. [oka Tbl rpaeLlb, TBOW KOMMbIOTEP
MOryT 3apasuTb.

PULLIMHI UK Kpaxka NINYHbBIX OaHHbIX

OObIYHOM KpaXken AeHer N AOKYMEHTOB CEroAHS Y)XXe HUKOro He yaAUBWLLIbL, HO C pasBUTUEM
WHTEPHET-TEXHOMOMMA  3M0YMbILLIIEHHUKN MEepeMecTUIUCb B WHTEPHET, U NpOoLOSIKatoT
3aHMMaTbes "NobumbIM" genom.

Tak noaBunacb HoBas yrpo3a: MHTEPHET-MOLIEHHMYECTBA WNN OULLKHE, rraBHas uUenb
KOTOPOro COCTOUT B MOMyYeHUN KOHPMOEHUManbHbIX AaHHbIX Nosfib3oBaTesien - SIOrMHOB U
naponewn. Ha aHrnuiickom s3bike phishing untaetcs kak puwmHr (ot fishing - peibHas noens,
password - naposnb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaeLlb, YTO TBOS aHKeTa bbina B3nomana,
TO Heobxoanmo 3abroKMpoBaTb €e U CooOWMTb agMUHUCTpPaTOpam pecypca o6 3TOM Kak
MOXHO CKopee;

2. Wcnonb3yn 6es3onacHble BeO-canTbl, B TOM 4YuCIie, UHTEPHET-MarasmHoOB M MOWUCKOBbIX
cucTem;

3. Wcnonb3yn cnoxHble u pasHble naponu. Takum obpasom, ecnu Tebs B3nomaroT, TO
3M10yMbILLUMEHHWUKM NOSTyYaT JOCTYN TONBbKO K O4HOMY TBOEMY MPOOUII0 B CETU, a HE KO BCEM;
4. Ecnn Tebs B3nomanu, To Heob6xoanMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobaeneHbl y Teba B Apy3bsX, O TOM, YTO Tebs B3fiomanu 1, BO3MOXHO, OT TBOEro UMeHU
OygeT paccbinaTbCsi Cnam U CCbINIKM Ha PULLNHIOBBIE CanTbl;

5. YcTtaHoBu HagexHbin napornb (PIN) Ha MoBunbHbIN TeENedoH;



6. OTKNO4YM coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannbl 1 gpyrue BIOXKEHUS B NMUCbMax, Aaxe eCriv OHWU MPULLnN OT TBOUX
apyaen. Jlyywe yTouHM y HUX, OTAPaBnsAnn v oum Tebe aTn dansbl.

Lindposas penyrtauus

LindbpoBasa penytaumsi - 3TO HeratMBHas UM No3NTUBHAA WHopmMaumsa B cetu o Tebe.
KomnpomeTupyowaa wuHdopmaums, pasMeleHHass B WHTEPHETE, MOXET Cepbe3HbIM
o6pa3oM 0TpasnTbCs Ha TBOEN pearnbHOM Xu3Hu. "Lindposas penytaums" - 370 TBOM UMUAX,
KOTOopbI hopmmpyeTcsa U3 MHdopMauumn o Tebe B UHTEPHETE.

TBOE MEecTO XUTENbLCTBA, y4ebbl, TBOE (OMHAHCOBOE NONOXEHME, 0COOEHHOCTM XapakTepa 1
pacckasbl 0 61M3Kux - BCe 3TO HakanMBaeTCcs B CETH.

MHoOrne noapoCTKM NErkKOMbICNIEHHO OTHOCATCA K nybnukauuMm NMYHOM WMHopMauum B
NHTepHeTe, HE NOHMMAasa BO3MOXHbIX NOCNEeACTBMIA. Tbl AaXe He CMOXellb Aoragatbesi O
TOM, 4YTO dhoTorpacums, pasmeLleHHas 5 neT Hasag, ctana NPMYNHOM OTKasa NPUHATL Tebs
Ha paborTy.

KommeHTapuu, pasmelleHue TBoux poTorpadpun n apyrme encTBus MOryT He UCYE3HYTb
Aaxe nocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaAELUb, KTO COXpaHun 3Ty MHopmauumto,
ronana N1 oHa B NMOWCKOBbIE CUCTEMbI U COXPaHUACh NM OHA, a rMaBHoe: YTO No4yMatoT O
Tebe okpyxatoLime nan, KoTopble HanayT U yBUAAT 3T0. HanTu uHopmaumnio MHoro net
CnycTsi CMOXeT Mtobon - kak n3 4obpbix NOBY>XAEHMI, TaK U C HAMEPEHVUEM MPUYMHUTL Bpes.
OT0 MOXeT BbITb KTO YrogHO.

OcHoBHble coBeTbI NO 3aLMTe LMPOBON penyTauuu:

1. MNogyman, npexge 4yem 4TO-TO NybnukoBaTb M nepepasaTb y ceba B Gnore mnun B
coumanbHOn ceTu;

2. B HacTponkax npogusis ycTaHOBM OrpaHUYeHus Ha NPOCMOTP TBOEro nNpoduns u ero
coAepXnmoro, caenam ero Tonbko "ans apysen”;

3. He pa3amelsan n He ykasbiBan MHpopMaLmto, KOTopas MOXET KOro-nnbo ockopbnatb unm
obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHble LLKObHUKKN - aKTMBHbIE Norib3oBaTenn undgposoro npoctpaHcTea. OgHako
Jarneko He BCe 3HAlOT, YTO MOJSIb30BaHWE MHOMMMU BO3MOXHOCTAMU LMPPOBOro mMupa
TpebyeT cobnogeHna npae Ha MHTENMEeKTyarnbHyt0 COGCTBEHHOCTb.

TepMunH "MHTEnnekTtyanbHass COOCTBEHHOCTb" OTHOCUTCA K pPasfMyHbiM TBOPEHMAM
4YernoBEeYEeCKOro yMa, HauyMHash C HOBbIX W300peTeHuMr U 3HakoB, OBO3HAYaloLLNX
COOCTBEHHOCTb Ha nNpPoOAYKTbl WM YCNyrKn, W 3akaH4YMBas KHuUramu, doTtorpadusamu,
KMHOUIIbMaMn 1 My3blkanbHbIMU MPOU3BEAEHUSIMUA.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNEKTyanbHyl0 COOCTBEHHOCTb Ha MPOM3BELEHUs
HayKu, NuTepaTtypbl U UCKyCcCTBa. ABTOPCKME MpaBa BbICTyNalT B Ka4eCTBe rapaHTum Toro,
YTO WHTENNEKTyanbHbIA/TBOPYECKU TPyA aBTopa He OydeT HanpacHblM, Jact emy
cnpaBeaniMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyga, MNonyyYuTb
N3BECTHOCTb U Npu3aHaHue. HukTo 6e3 paspelleHns aBTopa He MOXeT BOCNPOU3BOAUTL €ro
npounsseneHue, pacnpoCcTpaHATb, ny6nun4Ho OEeMOHCTpUpoBaThb, npogasaTb,
UMMOPTUPOBATb, NyCcKaTb B NPoOKaT, Ny6SIMYHO UCNOSTHATbL, NOKa3biBaTb/MCMOMNHATEL B adunpe
nnu pasmewatb B HTepHeTe.



Mcnonb3oBaHne "nupartckoro" nporpamMMHOro obecneyeHusi MOXeT MPUBECTU K MHOMUM
puckam: OT NMOTEPU AaHHbIX K TBOMM akkayHTam A0 GrOKMpPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBNeHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble N 6ecnnaTHble NporpaMmmbl, KOTOPbIE MOXHO HANTU B CETH.

O noprane

CeTeBUYOK.pd - TBOM rMaBHbIN COBETUYUK B CETU. 30€Cb Thl MOXELLbL Y3HaTb 0 6e30nacHOCTH
B CETW MOHATHBIM U LOCTYMNHbIM A3bIKOM, @ MPU BO3HUKHOBEHUM KPUTUYECKOW CUTyaLuu
obpaTnTbCA 3a cOBETOM. A Takke NPUHATb y4acTue B KOHKYpCax U CTaTb cambiM LMPOBbIM
rpaxgaHnHom!



